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1. Administrative Proceduresto Guard Data
Integrity, Confidentiality, and Availability
Certification
Chain of trust partner agreement
Contingency plan

* Applications and data criticality analysis

* Data backup plan

* Disaster recovery plan

» Emergency mode operation plan

* Testing and revision
Formal mechanism for processing records
Information access control

* Access authorization

* Access establishment

* Access modification
Internal audit
Personnel security

* Ensure supervision of maintenance personnel by

authorized, knowledgeable person

» Maintenance of access authorizations record

» Operating, and in some cases, maintenance
Personnel have proper access authorization

* System users, including maintenance personnel, trained in security
Security configuration management

» Documentation

» Hardware/software installation & maintenance
Review and testing for security features

* Inventory

* Security testing

¢ 3 e
Wh o~ 3T 2 &m:s 2841

’
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* Virus checking
Security incident procedures
* Report procedures
* Response procedures
Security management process
* Risk analysis
* Risk management
* Sanction policy
* Security policy
Termination procedures
» Combination locks changed
* Removal from access lists
» Removal of user account(s)
* Turnin keys, tokens, or cards that allow access
Training
» Awareness training for all personnel, including management
* Periodic security reminders
* User education concerning virus protection
* User education in importance of monitoring log-in success/failure and
reporting discrepancies
* User education in password management

2. Physical Safeguardsto Guard Data I ntegrity, Confidentiality, and
Availability

Assigned security responsibility

Media controls

Physical access controls be implemented

Policy/guideline on workstation use

Secure workstation location

Security awareness training

3. Technical Security Servicesto Guard Data I ntegrity,
Confidentiality, and Availability

Access control (Procedure for emergency access must be implemented. In
addition, at least one of the following features must be implemented,
except encryption, which isoptional. )

Audit controls

Authorization control
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(At least one must be implemented.)
Data authentication
Entity Authentication (Automatic logoff and unique user identification
must be implemented. In addition, at least one of the remaining features
must be implemented.)

4. Technical Security Mechanismsto Guard Data I ntegrity,
Confidentiality, and Availability

Communications/network controls

(If communications or networking is employed, the following features
must be implemented: integrity controls and message authentication. In
addition, one of either access controls or encryption must be implemented.
If using a network, the following four features must be implemented:
alarm, audit trail, entity authentication, and event reporting.)

Digital Signature
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