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Identification & authentication( ) of principle : principal(
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Security of communication( ) :
Non-repudiation( ):

http URL

HL7/XML

Web Adaptor CORBA Agent
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Abstract

Objectives

The facility of healthcare information exchange avoids wasteful repeated testing and makes
more efficient for the utilization of medical resources. Also, supporting with better and
complete information for healthcare entities to make more accurate and appropriate
treatments from the diagnosis of patients. The network-based and electronic data enable the
efficiency of treatment, quality measurement for doctors’ medical behaviors in response to the
capacity of rapid search and accurate statistics. Using this complete database resource, the

development of medical research can be improved.

The concept of Multi-tier is presented as a substitute for conventional two-tier client/server
architecture which is obviously no longer to meet the needs of above mentioned. This new
concept emphasizes the business logic, system service and user interfaces can be segmented
concretely. The multi-tier architecture consisting of business logic in middle-tier, back-end
data storage tier includes the sources of data available to share and operate among numbers of
end-users, front-end provides simply lightweight user interface that can be deployed easily to

client side.

By the contribution of COBRA, it leverages the efficiency and cost saving for activities
crossing different organizations. To enhance the communication between front-end user
interface tier and middle tier in a distributed network-based environment (especially to
manage the Internet works on low bandwidth), it requires the application of distributed
message-oriented object. The business logic constructed with component-base architecture to
keep system flexible and reusable. While managing the transaction behavior, the middle tier
should be able to provide the mechanism of component-based transaction monitor. In the
meantime, the application system should offer services with the mechanism of security,

scalability, portability, persistency, consistence and concurrence.

M ethodology

Based on enhanced CORBA architecture.

Describe the exchange format by IDL, transfer into JAVA by JAVA IDL .

Use JAVA ORB for Object Broker .

Use JAVA Security for Security management .

Use JAVA Cryptography for authentication, encryption/decryption, signature .
Use JAVA XML to provoke HL7 for document exchange.
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7.

Provide Adaptor for different technical quoting.

Discovery

Establish a collaborative security object for medical information exchange center by using

extensive CORBA based architecture can be committed to following functionality after

overall implementation:

1. Identification and authentication of principle: Principle can be a user or object and must
be qualified its identification by reconfirmation. After reconfirming for authorization and
access control, can decide access control by attributes of principle.

2. Security auditing: Can log record from object’s operation, this ensures user or
management to monitor and understand the interaction of objects also, enable to check
over the accuracy and security after serial object execution.

3. Security of communication: Provide a mechanism during the transmission of messages
between objects to protect security from modification or wire-tapping.

4. Non-repudiation : Leave evidence after each access to avoid future repudiation.

Conclusion

1. Using HTTP protocol, access data by URL and provide a easy user interface.

2. Through HL7/XML protocol for information exchange, compliance with the exchange
standard of medical information.

3. Reduce the barrier among different medical organizations by Web Adaptor connected
CORBA Agent.

4. CORBA Agent provides Private/Public Key Encryption / Decryption

5. Security Component including Secret Key for encryption of parameter transmitting
between Security Component while across servers.

6. SMILE Layer can also encrypt with Secret Key, like executing over Virtual Private
Network.

Suggestion

It’s no doubt that component-based multi-tier architecture becoming as momentum for future

development of medical information system. Through the specifications and practices in this

research, it will permit the R&D staffs of medical information system to concentrate upon

medical logic development and also, avoid the limitation bundled by only single vendor.

Other than shorten development lead-time, simplify the deployment and maintenance of



information system, this research provides system with highly portable and scalable
functionality, moreover, offer an incredibly complete security. Meanwhile, information
exchange is not the only application, more cooperative activities among different medical
organizations like pharmacy and medical segregation, data transformation can be realized as
well. Further, more services can be practiced by calling system objects from database between
medial organizations for the benefit of consumers. In any case, it is indeed a valuable research

worthy to be widely promoted and applied.

medical activities oriented security and access control can really resolve the
security management of medical records. Beside, establishing Certificate
Authority (CA) which dedicates in Key management of Encryption and carrying
out in every security protection point resolves all security scruple. To ensure the
access control of inseparable medical information group must base on the
medical records which have completeness and unity. Medical activity oriented
can control the access and lose of medical records in order to avoid the released

authority can’t be revoked.
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SMILE) MIEC Gateway

1. Security Management
Automatic Stub and Skeleton for Medical Exchange Format

Standardize Component

ol

Handle Distributed Environment
Used for Multi-platform
Programming Language Independent
Location Transparency

Component Reuse

A S

Server Activation

10.Vendor Independent

Two-tier Client-Server
Multi-tier
(Business Logic) (System Service)

(User Interface)

(Middle-tier) (Back-End)
(Share) (Front-End) (Lightweight)
(Deploy) (Client)

(COBRA)
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implementaion

encapsulation
(polymophic):
polymophism interface
Security
Multi-tier

Application Server

(System-level Service)
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(Lock-in)

Identification & authentication( ) of principle : principal(

Authorization( ) & access control ( )

principal attributes ( )

Security auditing( ) : log
Security of communication( ) :
. Non-repudiation( ) :
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10.

11.

Java ORB
Component
Java Cryptography  Java Security API
Prototype

Prototype Component

JAVA Platform

Enhanced CORBA
IDL JAVA IDL
JAVA ORB Object Broker

JAVA Security
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JAVA Cryptography
JAVA XML HL7

Adaptor
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(integrity) (availability)
(secrecy) (privacy)
confidentiality
(integrity)
(consistent)
Video Image
Text
CT MRI

(timely response)

(fair allocation)
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(fault tolerance)
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(confusion) (diffusion)

NP-Complete

(factorization)
(discrete logarithm)
(data complexity) (computation complexity)
(memory complexity) (cost effective)

(total break)
(global inference) (local inference) (information

inference)
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(ciphertext-only attack)
(known-plaintext attack)
(chosen-plaintext attack)
/

/ (chosen-ciphertext attack) /

(chosen-key attack) ( 2000 )

128 1024

2048

SSL(Secure Socket Layer)

SSL

SET(Secure Electronic Transaction)

IBM
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(Digital Signature)
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OMG (Object Management Group)

(CORBA:Common Object Request Broker

Architecture) OMG

CORBA 2.0 C++

CORBA

OMG
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Object Request Broker(ORB) :

CORBA ORB

1. Object Services :

2. Common Facilities :

3. Application Object :

OMG

IDL
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Client Object Implementation

LN

Dynamic IDL ORB Slatlc IDL| | Dymanic Ohject
Invocation Stubs Interface ton | | Adapter

ORB Core

FEies imterface identical for all ORE implementations T Up-call interface

[~ ~"~1 There may be multiple ohject adapters

_ There are stubs and a skeleton for 2ach ohject type *Normal-call
interface

7 ORB-dependent interface

ORB Core Component
OMG CORBA

OMA(Object Management Architecture)

OMG 1995 CORBA 2.0
ORB(Object Request Broker) CORBA (Core) ORB
(request)
(client) (target
object) ORB
ORB
(process)
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ORB

(object reference)

. Object Creation —

(invoke)

objects)

. Directory Service —
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Naming Service  Trader Service

. Convert to Sring and Back — ORB

ORB

(operation) (type) OMG

Interface Definition Language(OMG

IDL) OMG IDL . ”(language
independent) OMG IDL (declarative)
OMG IDL
OMG IDL
(exceptions) OMG IDL
CORBA-based

OMG IDL CORBA (Interface
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Repository, IR) OMG IDL (runtime)

OMG IDL
stubs skeletons  Stub
skeleton CORBA
stubs  skeletons (Dispatch)
(static invocation) CORBA (Language Mapping)
(function call) Stub
ORB (marshal)

ORB skeleton (unmarshal)
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IDL Compiler

Chient Object
Implementation

ORE Caore
CORBA Request Module
CORBA (Dynamic Invocation)
. Dynamic Invocation Interface (DIT) — DII
DII
. Dynamic Seleton Interface (DSI) — DII DSI
DII stub DSI
Object Adapter(OA)
CORBA ORB OA
(adapt) CORBA Basic
Object Adapter(BOA) CORBA

(Satic Method Invocation) CORBA
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IDL IDL
IDL
CORBA IDL (precompiler)
CORBA IDL
(server
classes) skeleton IDL stub
skeleton skeleton
stub
stub(  skeleton)
(bind) (Interface Repository)
IDL IR (run
time) IR
(instantiate) OA
(instance)
(Implementation

Repository) OA
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HL7

- (Client-Server) HL7
(Message Type)

ADT (Admission, Discharge, and Transfer)

| Segment l| Segment2| ------ | Segment N

[ fietd 1] ficld 2 | - - | fietd n|

component 1

component 2 * <Cr>: Segment Terminator

* | :Field Separator
e N Component Seperator
¢ & :Sub-Component Seperator
* ~ : Repetition Seperator
| subcomponent 1 | subcomponent 2 | ------ | subcomponent N | « \  :Escape Character

HL7 Message Structure

(Segment)
PID(Patient IDentification)

OBR(OBservation Request)

36



(Field) PID

(Component)
(Sub-component)
HL7 (Encoding Rule)
HL7
(1)
HL7 ADT
ADT
(2) (Pharmacy) (Laboratory)
(Diet) (Supply)

HL7

(Clinical Observation And Diagnostic Studies) (

) (
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) ( ) (Supplies)

( )

(Placer)
(Filler)

3)

HL7

4

HL7
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doctor

XML
HTML
HTML
1. Extensibility HTML
2. Structure HTML schema

3. Validation HTML application

SGML SGML
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Web SGML (International
Standards Organization, [SO) (Standard

Generalized Markup Language, SGML) SGML

Web 1998 2 W3C SGML
XML  Recommendation 1.0 XML SGML
XML
SGML
XML SGML
(meta-language) XML
XML
XML
RosettaNet( ) AIA( )  SWIFT( ) ACORD(
) OTA( ) HL7( ) XML
HTML XML
XML
HTML

1. (tag) (attribute)
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3. XML
XML
(
)
XML
XML Xlink
(hyperlink) XML XPointer
& XFragement XSL XML
CSS XML
DOM

XML declaration(or prolog)
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XML

HTML <htmI>

XML <?xml ...7?> attributes

1. wversion XML

2. encoding

compressed Unicode: UTF-8)

3. standalone

(data type specification) (

Document Type Definition, DTD )

standalone="yes”’

XML

<?xml version="1.0" encoding="1SO-8859-1" standalone="yes”?>

XML

()

case-sensitive

SGML

DTD

HTML
... XML
HTML case-insensitive XML

Document Type Definition, DTD(

)DTD DTD

Document Type Definition
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DTD XML
XML
DTD
tag tag attribute
DTD
DTD XML parser
XML DTD(

well-formed
element

(end tag)

XML parser

XML

XML DTD

element
element

<Company> <Author>

DTDless)
parse
(start tag)
HTML <BR> <P>

XML

HTML
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XML DOM
W3C
API org.x3c.dom SAX
org.xml.sax
Sun ProjectX
DOM Document Object Model
Tree
Tree

Tree

XML parser DOM
Tree

Tree XML
XML
SAX Simple API for XML

XML. SAX

XML
DOM Apache Xerces

SAX

44

. DOM

SAX W3C
W3C

xml-dev mailing list

XML

Apache Xerces
XML
DOM.
Tree
parser
XML
SAX
Sun ProjectX
DOM



Tree Tree

XML SAX
. SAX
(implement)
Event Handler. Event Handler AWT/Swing Event
SAX element
<table> startElement() element
SAX </table> endElement()
element
element XML SAX
XML DOM
Java XML
Java
Java XML
Unicode
Java XML 21

Java XML

45



Java XML

Sun JAXP Java API for XML Parsing
Java XML API Java
XML XML
JAXP DOM Document
SAX
JAXP
JAXP
JAXP DOM SAX API
API SAX 1.0 DOM Level 1
JDOM Java Document Object Model API
Java XML
Java XML API
Java API

Element

Element
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XSL  (Extensible Stylesheet

Extensible

(stylesheets)

1. XSL Transformations (XSLT)

Style

Language)

Language XSL

2. XSL Formatting Objects (FO) XSL

XML
XSL
XSL FO) XML
XML
XML
XML EDI
Interchange EDI) EDI

XML
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MIS
EDI
EDI
1.
self-defining
EDI
2. XML
3. EDI XML
XML
EDI
XML HTML
HTML-based

presentation-oriented HTML
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HTML

HTML

HTML

HTML

HTML

XML
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(Relation) (Activity)
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7 CALS EDI Net Meeting Groupware

Data  Program

Procedure

Data

DDBMS Program

Cal Procedure

Transaction Server DCOM RPC

FTP Email

Socket Application WWW

ODBC JDBC DICOM HL7

51
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Client Application

é Request
Eespanse i
c i
Q | ; OREB
4
Mo "3 o N
8 (5 sk
. Priority Table
0 I
B Gret Put Request
J - _—
¥ ENENEEREE 4 AT
g INENENEEN L A Lyl
Inhanced CORBA Architecture
JAVA Platform
IDL
JAVA IDL JAVA JAVA ORB
Broker
1. Authentication( )
Secure ORB
CORBA
principal ( ) ORB credential(
) credential role( )
role principal credential
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Authentication

authenticated ID authentication
Server
1.1 Authenticate the Principal : User Sponsor (
) User ID
Password authenticate ID Password

Principal Authenticator
1.2Create the Credential object : Principal Authenticator
Credential ( )
Principal

1.3Set the credential of the execution environment : User Sponser(

)  Credential Current Current
Transaction Service  pseudo object Client / Server
1.4The client invoke a secure method on the server : Security
Current pseudo object

1.5The server executes the secure method : Server get attributes
method  Current client client ID

client
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2. Privilege Delegation( )

call
credential object privilege Delegation
object Client----Intermediate----Target Client
credential Intermediate Intermediate credential Target
2.1 No delegation : Intermediate object Client
Intermediate object credential Target Object
2.2 Simple delegation : Intermediate object Client Client

object credential Target Object
2.3 Composite delegation : Intermediate object Client

Intermediate object client object credentials

Target Object
3. ( Access Decision )
CORBA Access Model based on trusted ORB Model
ORB Server Resource
Access Policy Access Policy ORB

method Access Decision

Credentials Access
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Principal ~ Access identity Security Clearance( )
Role Role Access Principal Job Function

4. Audit Trail( )

Unix login User (log)
CORBA Security Service Audit Trail Audit
Trail Audit service ORB
event
log Audit Service
policy
5. Authorization/Access Control( / )
Client Server Client
Server ACLs Capability Lists User
Access ACLs Server

Principal Names  Operation Types( Operation

) Client ORB ACL
Policy ACL Policy ORB implement Policy
Server  implement Policy
6. Non-Repudiation( )
ORB Client
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request data invoke method

Non-Repudiation Service ORB

electric equivalent of sealed envelope( )

ORB Sender
delivery Receiver Sender identity CORBA
Security Service non-repudiation framework ISO
non-repudiation model Service

6.1 Evidence of message creation : Sender proof-of-origin
Receiver

6.2 Evidence of message receipt : Receiver proof-of-receipt
Sender

6.3 An action timestamp : non-repudiation

6.4 The evidence long-term storage facility :
adjudicator( ) facility
7. Non-Tampering and Encryption( )

Message quality of protection(QOP)
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request response Encryption

RSA's public/private key OSF's Kerberos Internet's

SSL  NetWare 4.X NIS+ ORB Cryptographic
interface ORB cryptographic
ORB Encryption :
principal Cryptographic checksums :
8. Secure Domain( )
policy policy
Domain Policy (Administrator)

access control authentication privilege delegation non-repudiation

auditability policy Secure Domain Sub-Domain

Sub-domain domains
domain federation domain
federation domain  policy
domain  role mapping
Secure Channel Security Component

Secret Key Security Component Secret
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Key Security Component Virtual

Private Network

Mg

Aupchime

Security Component Architecture

Encryption Service Decryption Service Signature

Service Verification Service  Auditing Service Auditing Service

Service
B - E-
L ahagn..
FPlaim Text - § Cipher Text

Encryption Service

59



.th |
n-:ruh|

('i[ﬁrr Texit : Flain Texi

Y -

Key

Decryption Service

(symmetric)

(asymmetric)

1976

Encryption Standard) 1977

60

DES (Data



Rivest Shamir Adlemam
RSA

(prime number)

(key)

(private key)

(public key)

RSA

RSA

RSA

DES
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Signature Service

Al
Information
Verilication
B
.'.II
Signature l

FPublic Key

Verification Service

(one-way hash

function) ( )
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(digital fingerprint) (message

digest)

Sender Encryption Service Private
Key (ID Password) Sender 1D
(ID Password) Receiver Receiver ID

(ID Password) Decryption Service

Communication Sender Summit Encryption Service
Request Encryption Service Sender Private Key  Encrypt
Sender Cipher Receiver Receiver Submit

Decryption Service Request Decryption Service Sender’s

Private Key Decrypt

Non-Repudiation Sender Signature
Service Request  Signature Service Sender Private Key
Signature Sender Private Key Signature
Receiver Receiver Submit Private Key Signature
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Verification Service  Verification Service Sender’s Public Key

Verify
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(Medical Information Exchange Center = MIEC)

EDI MIEC

MIEC

MIEC

(RC) MIEC

MIEC
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Secure Medical Information Link Everywhers (SMILE )

Architecture For Secure Message Exchange
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3. Web Adaptor CORBA Agent
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Component Secret Key
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CORBA
CORBA

OMG (Object Management Group)

CORBA OMG

CORBA 2.0 C++
CORBA

OMG

Security
JAVA HIS
CORBA Versatile

Adaptation Layer MIEC
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Video Image  Text

(Internet) Internet

Component Java ORB

Java Cryptography  Java Security API Component

Component http URL
HL7/XML
Web Adapter CORBA Agent
CORBA Agent Encryption/Decryption Component
Security Component Secret Key
SMILE Layer Secret Key Virtual Private

Network
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Component based Multi-tier

(Deployment) (Maintenance)
MIEC (Server-Side) (Component-based)
Gateway
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“MIEC WriteOnce RunAnywhere”
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ASN.1 Abstract Syntax Notation One. A data definition language.

CA Certificate Authority. An entity that issues  manages and revokes

certificates.
CA certificate Identifies the Certificate Authority (CA) that issues server

and/or client authentication certificates to the servers and clients that request

these certificates. Because it contains a public key used in digital signatures

it 1s also referred to as a signature certificate. If the CA is a root authority

the CA certificate may be referred to as a root certificate. Also sometimes
known as a site certificate.
CA hierarchy A Certificate Authority (CA) hierarchy contains multiple CAs.

It is organized such that each CA is certified by another CA in a higher level

of the hierarchy until the top of the hierarchy  also known as the root
authority  is reached.

Client certificate Refers to a certificate used for client authentication  such
as authenticating a Web browser on a Web server. When a Web browser
client attempts to access a secured Web server  the client sends its

certificate to the server to allow it to verify the client's identity.

CRL Certificate revocation list. A document maintained and published by a

CA that lists certificates that have been revoked by the CA.

CSP Cryptographic Service Provider. The code that actually performs

authentication  encoding and encryption services accessed by Win32-based
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10.
11.
12.

13.

14.
15.

16.

17.

18.

applications through the CryptoAPI.

K ey exchange certificate Certificate used to encrypt information sent to
another party. The Certificate Authority (CA) key exchange certificate can
be used by a client to encrypt information sent to the CA.

L DAP Lightweight Directory Access Protocol. A more easily implemented

subset of the X.500 DAP standard for directory services.
M D2 Message digest algorithm.
M D4 Message digest algorithm.
M D5 Message digest algorithm.

Message digest A short  fixed-length digital string derived from a longer

variable-length message using a computational algorithm.

PK CS Public-Key Cryptography Standards.

Root authority The Certificate Authority (CA) at the top of a CA hierarchy.
Certifies CAs in the next level of the hierarchy.

Root certificate A self-signed Certificate Authority (CA) certificate that
identifies a CA. It is called a root certificate because it is the certificate for
the root CA. The root CA must sign its own CA certificate because by

definition there is no higher certifying authority to sign its CA certificate.
Server certificate Refers to a certificate used for server authentication

such as authenticating a Web server to a Web browser. When a Web browser
client attempts to access a secured Web server  the server sends its

certificate to the browser to allow it to verify the server's identity.

SET Secure Electronic Transaction. A protocol for secure electronic

transactions over the Internet.
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19.
20.

21.

22.

23.

24,

25.

26.

27.

28.

SHA Secure Hash Algorithm. A message digest algorithm.

Signature certificate A certificate containing a public key that is used to
verify digital signatures.
Site certificate Both server certificates and Certificate Authority (CA)

certificates are sometimes called site certificates. When referring to a server

certificate the certificate identifies the Web server presenting the certificate.

When referring to a CA certificate  the certificate identifies the CA that

1ssues server and/or client authentication certificates to the servers and
clients that request these certificates.

S/MIME Secure/Multipurpose Internet Mail Extensions. A protocol for

secure electronic mail over the Internet.

SSL Secure Sockets Layer. A protocol for secure network communications

using a combination of public and secret key technology.

URL Uniform Resource Locator. An encoding scheme used by the World
Wide Web (WWW) for accessing data on the Internet. The general format is
service://hostname/pathname.

X.509 Standard certificate format supported by Certificate Server.

Public Key A number associated with a particular entity (for example  an

individual or an organization). A public key is intended to be known to
everyone who needs to have trusted interactions with that entity.

Private Key A number that is supposed to be known only to a particular

entity. Thatis  private keys are always meant to be kept secret. A private

key is always associated with a single public key.

Digital Signature A string of bits that is computed from some data (the data
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29.

30.

31.

32.

33.

being "signed") and the private key of an entity. The signature can be used to
verify that the data came from the entity.
Cryptography Algorithm
An algorithm used to help ensure one or more of the following:
1.the confidentiality of data
2.authentication of the data sender
3.integrity of the data sent
4 .nonrepudiation; a sender cannot deny having sent a particular message
A digital signature algorithm provides some of these characteristics. Also
see message digest algorithms. Digital signature and message digest
algorithms are available in JDK 1.1.

Encryption The process of taking data (called cleartext) and a short string (a

key) and producing ciphertext =~ which is data meaningless to a third-party

who does not know the key.

Decryption The inverse of encryption; the process of taking ciphertext and a

short key string  and producing cleartext.

Certificate A digitally signed statement from one entity ~ saying that the
public key of some other entity has some particular value. If you trust the
entity that signed a certificate  you trust that the association in the

certificate between the specified public key and another particular entity is
authentic.
M essage Digest Algorithm (or One-Way Hash Function) A function that

takes arbitrary-sized input data (referred to as a message) and generates a

fixed-size output  called a digest (or hash).
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34. Engine Class The term engine class is used in the Java Security API to refer

to a class that provides the functionality of a type of cryptography algorithm.

The Security API defines a Java class for each engine class. For example

there is a MessageDigest class  a Signature class and a KeyPairGenerator

class. Users of the API request and utilize instances of these engine classes

to carry out corresponding operations. A Signature instance is used to sign

and verify digital signatures  a MessageDigest instance is used to calculate

the message digest of specified data  and a KeyPairGenerator is used to

generate pairs of public and private keys suitable for a specified algorithm.

An engine class provides the interface to the functionality of a specific type

of algorithm  while its actual implementations (from one or more providers)

are those for specific algorithms. The Signature engine class  for example

provides access to the functionality of a digital signature algorithm. The

actual implementation supplied in a Signature subclass could be that for any
kind of signature algorithm such as SHA-1 with DSA  SHA-1 with RSA

or MD5 with RSA.
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